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Abstract: Mobile Adhoc network is an infrastructure-less network used for wireless communication. MANET can be built
with the mobile nodes which can move anywhere at any time. This results into the dynamic topology of MANET. Each
node is responsible for routing the message from one node to the other like a router, causes network more vulnerable to the
different attacks.Security is a key feature in mobile ad-hoc network (MANET) but they are prone to various types of attacks
such as network layer attacks. Black hole is one the network layer attacks. It is a prominent security threat in MANET. In
Black hole attack, malicious node falsely claims that having shortest path to destination and eventually captures all data
packets from source which are intended to forward further to destination. This results into the performance degradation of
network and also causes battery problem. In this paper, some of the detection techniques are discussed which are put
forward by various researchers. Since, in AODV, route to destination is looked for adaptively, this loophole is used to carry
out malicious hacking practices. A lot of work has been done to overcome the above stated problem. In this paper, the

already present solutions have been analyzed, comparisons has been done on the basis of various parameters.
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I.Introduction

MANETS is an autonomous system in which different
mobile nodes are connected to each other by wireless
links. Nodes in the network can be either fixed or mobile.
In MANET, communication occurs between nodes directly
or through intermediate nodes which act as routers. AODV
(Ad-hoc on Demand Distance Vector) routing protocol is
used as it minimizes the routing overhead. AODYV provides
loop free routes and repair broken links. AODV is an on
demand routing protocol, this means that routes are only
established when needed to reduce traffic overhead. The
black hole attack is one of the most severe security attacks
which can significantly disrupt the communications across
the network. In this attack, without checking routing table,
the malicious node sends the dummy reply to the
destination node. Then, malicious node absorbs all data
packets that are intended to forward to the destination. Due
to loss of data packets, the hole is created in the network.
Hence, the network faces data loss and its performance
reduces [6]. This paper presents how black hole attack
occurs in AODV routing protocol and various methods to
detect and prevent Black hole attack in AODV.

I1.Security Attacks in MANET

A MANET can be subjected to active attacks and passive
attacks [11].

A. Passive Attacks

Passive attacks are the attacks in which attacker does not
directly participate in bringing the network down. In this

!Corresponding Author

attacker simply looks on the network and observers the
traffic of the network that which node is trying to routes to
which node. And which node is vulnerable and a good
candidate for the Denial of service (Dos) attack. The
attacker can then give this information to a partner which
can use this information to bring the network down.

B. Active Attacks

In Active attacks and attacker actively participates in
inhibiting the normal operation of the network. The
attacker can drop some packets, can modify the packets or
can even fabricate the message. And in this the attacker
can even tunnel them over a high speed private network to
a partner in other part of the network. Black hole attack is
active in nature.

III.LAODY Protocol in MANET

Ad Hoc On-Demand Vector Routing [2] (AODV) protocol
is a reactive routing protocol for ad hoc and mobile
networks that maintain routes only between nodes which
need to communicate. The AODV routing protocol builds
on the DSDV algorithm. AODV is an improvement on
DSDV because it typically minimizes the number of
required broadcasts by creating routes on an on-demand
basis, as opposed to maintaining a complete list of routes
as in the DSDV algorithm. The authors of AODV classify
it as a pure on-demand route acquisition system, as nodes
that are not on a selected path do not maintain routing
information. That means, the routing messages do not
contain information about the whole route path, but only
about the source and the destination. Therefore, routing
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messages do not have an increasing size. It uses
destination sequence numbers to specify how fresh a route
is (in relation to another) which is used to grant loop
freedom.

Whenever a node needs to send a packet to a destination
for which it has no “fresh enough” route (i.e., a valid route
entry for the destination whose associated sequence
number is at least as great as the ones contained in any
RREQ that the node has received for that destination) it
broadcasts a route request (RREQ) message to its
neighbors. Each node that receives the broadcast sets up a
reverse route towards the originator of the RREQ (unless it
has a “fresher” one).When the intended destination (or an
intermediate node that has a “fresh enough” route to the
destination) receives the RREQ, it replies by sending a
Route Reply (RREP). It is important to note that the only
mutable information in a RREQ and in a RREP is the hop
count (which is being monotonically increased at each
hop). The RREP travels back to the originator of the
RREQ (this time as a unicast). At each intermediate node,
a route to the destination is set (again, unless the node has
a “fresher” route than the one specified in the RREP). In
the case that the RREQ is replied to by an intermediate
node (and if the RREQ had set this option), the
intermediate node also sends a RREP to the destination. In
this way, it can be granted that the route path is being set
up bi-directionally. In the case that a node receives a new
route (by a RREQ or by a RREP) and the node already has
a route as fresh as the received one, the shortest one will be
up dated. The source node starts routing the data packet to
the destination node through the neighboring node that
first responded with an RREP. The AODV protocol is
vulnerable to the well-known black hole attack. This is
illustrated in figure 1.

—_— ———
RREQ

RREP

Figure 1: RREQ & RREP message exchange between A &
E

IV.Black Hole Problem in AODV

Routing protocols [1] are exposed to a variety of attacks.
Black hole attack is one such attack and a kind of Denial
Of Service (DoS) in which a malicious node makes use of
the vulnerabilities of the route discovery packets of the
routing protocol to advertise itself as having the shortest
path to the node whose packets it wants to intercept. This
attack aims at modifying the routing protocol so that traffic
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flows through a specific node controlled by the attacker.
During the Route Discovery process, the source node sends
RREQ packets to the intermediate nodes to find fresh path
to the intended destination. Malicious nodes respond
immediately to the source node as these nodes do not refer
the routing table. The source node assumes that the route
discovery process is complete, ignores other RREP
messages from other nodes and selects the path through the
malicious node to route the data packets. The malicious
node does this by assigning a high sequence number to the
reply packet. The attacker now drops the received message
instead of relaying them as the protocol requires.

— » HERE — .- . FEEP

Figure 2: Black hole Attack in AODV

In the above figure 2, imagine a malicious node M. When
node A broadcasts a RREQ packet, nodes B, D and M
receive it. Node M, being a malicious node, does not check
up with its routing table for the requested route to node E.
Hence, it immediately sends back a RREP packet,
claiming a route to the destination. Node A receives the
RREP from M ahead of the RREP from B and D. Node A
assumes that the route through M is the shortest route and
sends any packet to the destination through it. When the
node A sends data to M, it absorbs all the data and thus
behaves like a Black hole.

In AODV, the sequence number is used to determine the
freshness of routing information contained in the message
from the originating node. When generating RREP
message, a destination node compares its current sequence
number, and the sequence number in the RREQ packet
plus one, and then selects the larger one as RREPs
sequence number. Upon receiving a number of RREP, the
source node selects the one with greatest sequence number
in order to construct a route. But, in the presence of black
hole when a source node broadcasts the RREQ message
for any destination, the black hole node immediately
responds with an RREP message that includes the highest
sequence number and this message is perceived as if it is
coming from the destination or from a node which has a
fresh enough route to the destination. The source assumes
that the destination is behind the black hole and discards
the other RREP packets coming from the other nodes. The
source then starts to send out its packets to the black hole
trusting that these packets will reach the destination. Thus
the black hole will attract all the packets from the source
and instead of forwarding those packets to the destination
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it will simply discard those. Thus the packets attracted by
the black hole node will not reach the destination.

V.Proposed Solution

We propose an additional route to the intermediate node
that replies the RREQ message to check whether the route
from the intermediate node to the destination node exists
or not. When the source node receives the Further Reply
(FRp) from the next hop, it extracts the check result from
the reply packets. If the result is yes, we establish a route
to the destination and begin to send out data packets. If the
next hop has no route to the inquired intermediate node,
but has a route to the destination node, we discard the
reply packets from the inquired intermediate node, and use
the new route through the next hop to the destination. At
the same time, send out the alarm message to whole
network to isolate the malicious node. If the next hop has
no route to the requested intermediate node, and it also has
no route to the destination node, the source node initiates
another routing discovery process, and also sends out an
alarm message to isolate the malicious node. Thus we
avoid the black hole problem, and also prevent the network
from further malicious behavior. But here we assume the
black hole nodes do not work as a group and propose a
solution to identify a single black hole. However, the
proposed method cannot be applied to identifying a
cooperative black hole attack involving multiple nodes.
We may also develop a methodology to identify multiple
black hole nodes cooperating as a group. The technique
works with slightly modified AODV protocol and makes
use of the Data Routing Information (DRI) table in
addition to the cached and current routing tables. A black
hole has two properties. First, the node exploits the ad hoc
routing protocol, such as AODV, to advertise itself as
having a valid route to a destination node, even though the
route is spurious, with the intention of intercepting
packets. Second, the node consumes the intercepted
packets.

VI.Detection and Prevention techniques of Black Hole
attack in AODV

A. DPRAODYV (Detection, Prevention and Reactive
AODYV) scheme

We have proposed the method DPRAODV (A dynamic
learning system against black hole attack in AODV based
MANET) to prevent security of black hole by informing
other nodes in the network. In normal AODV, the node
that receives the RREP packet first checks the value of
sequence number in its routing table. If its sequence
number is higher than the one in routing table, this RREP
packet is accepted. In this solution, it has an addition check
whether the RREP sequence number is higher than the
threshold value. If it is higher than the threshold value,
then the node is considered to be malicious node and it
adds to the black list. As the node detected as anomaly, it
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sends ALARM packet to its neighbors. The routing table
for that malicious node is not updated, nor is the packet
forwarded to another node. The threshold wvalue is
dynamically updated using the data collected in the time
interval. The threshold value is the average of the
difference of destination sequence number in each time
slot between the sequence number in the routing table and
the RREP packet. The main advantage of this protocol is
that the source node announces the black hole to its
neighbors in order to be ignored and eliminated.

B. ABM (Anti-Black hole Mechanism) scheme

We attempt to detect and separate malicious nodes, which
selectively perform black hole attacks by deploying IDSs
in MANETs (mobile ad hoc networks). All IDS nodes
perform an ABM (Anti-Black hole Mechanism), which
estimates the suspicious value of a node, according to the
amount of abnormal difference between RREQs and
RREPs transmitted from the node. With the prerequisite
that intermediate nodes are forbidden to reply to RREQs, if
an intermediate node, which is not the destination and
never broadcasts a RREQ for a specific route, forwards a
RREP for the route, then its suspicious value will be
increased by 1 in the nearby IDS’s SN (suspicious node)
table. When the suspicious value of a node exceeds a
threshold, a Block message is broadcasted by the detected
IDS to all nodes on the network in order to cooperatively
isolate the suspicious node.

C. Honeypot based detection scheme

We propose a novel strategy by employing mobile
honeypot [9] agents that utilize their topological
knowledge and detect such spurious route advertisements.
They are deployed as roaming software agents that tour the
network and lure attackers by sending route request
advertisements.

We collect valuable information on attacker’s strategy
from the intrusion logs gathered at a given honeypot.
Drawbacks: proposed algorithm is for WMN not for
MANET. As it is proactive mechanism, it will generate
lots of traffic. Honey pot has lack of centralized authority
control.

D. Cryptographic based technique

This research focuses that many investigations have been
done in order to improve the security in MANETS, most of
which are relied on cryptographic based techniques in
order to guarantee some properties such as data integrity
and availability.

These techniques cannot prevent a malicious node from
dropping packets supposed to be relayed, There are
basically three defense lines devised here to protect
MANETSs against the packet dropping attack. The first
defense line (for prevention purposes) aims to forbid the
malicious nodes from participating in packet forwarding
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function. Whenever the malicious node exceeds this
barrier, a second defense line (for incentive purposes) is
launched, which seeks to stimulate the cooperation among
the router nodes via an economic model. Finally, once the
two previous defense lines have been broken, a third on
(for detection/reaction purposes) is launched aiming to
reveal the identity of the malicious node and excludes it
from the network.

E. Neighborhood-based
Scheme

and Routing Recovery

This detection scheme is based on a neighborhood-based
method to recognize the black hole attack, and a routing
recovery protocol to build the correct path. This method is
employed to identify the nodes which are unconfirmed .In
this method, source node sends a Modify Route Entry
control packet to destination node to renew routing path in
the recovery protocol. In this scheme, not only a lower
detection time and higher throughput are acquired, but the
accurate detection probability is also achieved. The main
limitation of this scheme is that it becomes useless when
the attacker agrees to forge the fake reply packets.

F. Redundant Route Method and Unique Sequence
Number Scheme

In this scheme there are two techniques to prevent the
black hole attack. The first technique is to find a true path
to the destination. A method based on neighbor set
information is designed to deal with the black hole attack,
which consists of two parts: detection and response. In
detection procedure, two steps are: 1- Collect neighbor set
information. 2-Determine whether there exists a black hole
attack. In Response procedure, Source node sends a
modify Route Entry (MRE) control packet to the
Destination node to form a correct path by modifying the
routing entries of the intermediate nodes (IM) from source
to destination. This scheme effectively detects black hole
attack without introducing much routing control overhead
to the network find at least two routes from the source to
the destination node. The working of this scheme is as
follow: Firstly the source node sends a ping packet (a
RREQ packet) to the destination. The receiver node with
the route to the destination will reply to this RREQ packet
and then the acknowledge examination is started at source
node. Then the sender node will buffer the RREP packet
sent by different nodes until there are it represents that
there are at least two routing paths existing at the same
time. After that, the source node identifies the safe route
by counting the number of hops or nodes and thus prevents
black hole attacks. In the second technique, unique
sequence number is used. The sequence value is
aggregated; hence it’s ever higher than the current
sequence number. In this technique, two values are
recorded in two additional tables. These two values are
last-packet-sequence-numbers which is used identify the
last packet sent to every node and the second one is for the
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last packet received. Whenever a packet are transmitted or
received, these two table values are updated automatically.
Using these two table values, the sender can analyze
whether there is malicious nodes in network or not.
Simulation result shows that these techniques have less
numbers of RREQ and RREP when compared to existing
AODV. Second technique is considered to be good as
compared to first technique because of the sequence
number which is included to every packet contained in the
original routing protocol.

VII.Related Works in Detecting Black Hole Attack

There have been quite a number of works done in securing
the routing protocol in MANET from the black hole attack.

M.A. Shurman [16] in his work has proposed for the
source node to verify the authenticity of the node that
initiates the RREP messages by finding more than one
route to the destination, so that it can recognize the safe
route to the destination. This method can cause routing
delay, since a node has to wait for a RREP packet to arrive
from more than two nodes.

S. Yi [17] proposed a solution which looked at the
Security-Aware Ad hoc Routing (SAR) using the security
attributes such as trust values and relationships.

N.H. Mistry [18] has proposed for the source node to
verify the RREP destination sequence number by
analyzing the RREP messages which arrived within the
predefined waiting period by using the heuristic method. If
the sequence number is found to be exceptionally high, the
sender of the respective RREP will be marked as malicious
node. The major issue in this method is the latency time
during the route discovery process since the source node
has to wait until the waiting time period expired before the
routing table can be updated. In the event where there is no
attack in the network, the node still suffers with the latency
time.

Satoshi Kurosawa [5], Hidehisa Nakayama, Nei Kato,
Abbas Jamalipour, and Yoshiaki Nemoto’s, proposed an
anomaly detection scheme using dynamic training method
in which the training data is updated at regular time
intervals.

S. Ramaswamy [4], H. Fu, M. Sreekantaradhya, J. Dixon,
K. Nygard proposed a solution that contain a data routing
information table where 1 stands for ‘true’ and 0 for
‘false’. Whenever a RREP is received a cross check is
done to verify whether the reply is from a legitimate node
or not.

According to V Sankaranarayanan and LathaTamilselvan,
they projected a technique that source will verify the reply
packet coming from various nearest nodes to wait and
check the replies from all the neighboring nodes to
discover best possible and secure route.
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VIII.Conclusion

We have gone through various routing security attacks of
MANETS, described the black hole attack that can be
mounted against a MANET and proposed a feasible
solution for it in the AODV protocol. The proposed
solution can be applied to identify black hole nodes
cooperating with each other in a MANET

Black hole attack is a main security threat. Its detection is
the main matter of concern. Many researchers have
conducted many techniques to propose different types of
prevention mechanisms for black hole problem. There are
different security mechanisms are introduced to prevent
black hole attack. Various techniques used for the
detection and prevention of Black hole attacks such as
DPRAODV,DRI Table and cross checking scheme and
DCM are listed.

We intend to perform the solution for the black hole attack
and apply this for with different routing protocols like
DSR, TORA.
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