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Abstract - In MANET environment, the network entities are free to move independently of each other. Hence these
networks have dynamically changing network topology. This causes complexity in maintaining a centralized trusted
authority say Certification Authority CA or Key Generation Center KCG. Security is indeed one of the most difficult
problems to be solved in these networks due to lack of centralized network management. In addition most of cryptographic
techniques need a key to be shared between the two communicating entities. So to establish a secret key in MANET
environment, we propose a one round two-party key agreement protocol that does not take the support of central authority
and secure against passive attacks. This uses mathematical function called pairings or bilinear maps. Our protocol is based
on Joux’s, a one round pairing-based three-party key agreement protocol which in turn is the generalization of Diffie-
Hellman protocol. If Joux protocol is directly extended to two-party, it is vulnerable to release of message contents attack.

Hence this paper proposes a minor modification to prevent such a passive attack.
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I. Introduction

Mobile ad hoc networks [20] are a special type of wireless
networks. A Mobile Ad hoc NETwork (MANET) [21] is
one that comes into practice as and when needed, without
the support of existing fixed infrastructure. MANET is an
autonomous system of mobile hosts (also serves as
routers), connected by wireless links. In a MANET, no
infrastructure exists and the network topology may
dynamically change in an unpredictable manner since
nodes are free to move. The important characteristics of
MANETS [21] are Dynamic Topology, Energy-constrained
operation, Limited bandwidth, Security Threats. These
networks enable the deployment of communication
networks at a low cost i.e., they allow the installation of
networks where the nodes are setup in an instant, with very
little human intervention and at a lower cost, to initiate
communication and to exchange information. However,
they have a disadvantage compared with classic networks:
vulnerability to attacks.

Wireless transmissions are easier to intercept than those
transmissions over fiber or wire-line connections. So, Ad
hoc networks are particularly prone to malicious behavior.
In the absence of any fixed entity [20], it becomes difficult
to setup a traditional public key infrastructure and establish
a centralized certification authority. Lack of any central
administration makes these dynamically changing wireless
structures  extremely  susceptible to  penetration,
eavesdropping, interference, and so on. Security [21] is
indeed one of the most difficult problems to be solved in
these networks due to lack of centralized network

'Corresponding Author

management. Security (cryptographic) mechanisms are
used to counter these security problems. Most of the
security mechanisms essentially require a secret key or
session key or master key to be shared between the two
communicating entities. So there is a need to share a key
between the sender and receiver without the use of
centralized network management or certification authority.

Key agreement [21] is one of the basic essentials of the
cryptographic mechanisms. This is needed in cases where
two or more users want to communicate securely among
themselves. The first two-party key distribution protocol
was introduced by Diffie-Hellman in 1976. Since its
discovery, the Diffie-Hellman protocol [1] has become one
of the most famous and largely used cryptographic
primitive. In its basic version, it is a competent solution to
the problem of establishing a common secret between two
participants. Our protocol is based on Joux’s tripartite key
agreement protocol [1] which in turn is the generalization
of Diffie-Hellman two-party key agreement protocol. Joux
protocol uses pairings whereas Diffie-Hellman protocol
uses discrete logarithm concept. Like Joux’s tripartite key
agreement protocol [1], our protocol also uses pairings but
ours is a two-party key agreement protocol.

One round tripartite key agreement Joux’s protocol [1]
especially uses Weil and Tate Pairings and the idea of
Diffie-Hellman [23]. These pairings were first used in
cryptography as cryptanalytic tools to reduce the
complexity of the discrete logarithm problem on some
“weak" elliptic curves, but they are also used today to
build cryptographic systems. In this paper, we present a
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one round two-party key agreement protocol using
pairingsl for MANET environment. This model extends
popularly known Joux’s three-party key agreement
protocol to two-party with minor modifications.

The paper is organized as: Section II discusses on the
background essentials needed to understand the proposed
model. Section III discusses on the related work done to
share a key between two entities using pairings. Section IV
talk about the detailed description of the proposed model.
Section V gives the software implementation of the
proposed model and Section VI confers the conclusion and
future enhancements that can be done to improve the
model.

II. Preliminaries
A. Bilinear Maps

The bilinear map [22] was proposed initially as a tool for
breaking elliptical curve cryptography by reducing the
problem of discrete logarithm on an elliptical curve to the
problem of discrete logarithm in a finite field, thereby
reducing its complexity. However, this method has been
used recently as an encryption tool for information
protection, instead of an attacking tool. Bilinear pairing is
equivalent to a bilinear map.

Let A and B be abelian groups written additively with
identity element 0. Suppose C is a cyclic group written
multiplicatively with identity element 1. A pairing [2][17]
is a non-degenerate, bilinear map

e:AxBOC,

Non-degenerate: for every A; [J A there exists a B;[] B
such that e(A;, By) [ 1.

Bilinear: for A, A, [1 A, B, B, [I B we have

e(A1 + Ay, Bi) =e(Ay, By) e(Ay, By),

e(Ay, Bi + By) = e(Ay, By) e(Ay, By).

This can be restated in the following way:
e(aA;, bB)) = e(A}, B))™ = e(bA,, aB)).

Computable : There exists an efficient algorithm to
compute e(A;, B;) forall A; [1 A and B; [I B.

Properties of Bilinear Pairings: For A;[] A and B[] B,
the following equations hold:

e(A17 O) = 6(07 Bl) =1
Infinity.

e(-A;, B) =e(A;, B))' =e(Ay, -B))
e(aA;, B)) =e(A;, B))' =e(A,aB)) VallZ
e(aAla bBl) = e(Ala Bl)ab

where O is the point at

YabllZ

Weil Pairing [11] and Tate Pairing [5] are certain examples
of cryptographic bilinear maps. Pairings in elliptic curve
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cryptography are functions which map a pair of elliptic
curve points to an element of the multiplicative group of a
finite field.

There are two types of pairings commonly used in the
cryptography literature. The first type of pairings are of the
forme : A x A [0 C, where A and C are cyclic groups of
prime order p. Such pairings are called symmetric pairings.
The second type of pairings called Asymmetric Pairings
are of the form e : A x B [1 C, where A, B and C are
cyclic groups of prime order p. The first form is just the
special case with B = A. Asymmetric Pairings are further
divided into two types and hence leading to totally three
types of Pairings [18]:

Type 1: A=B;

Type 2: A [1 Bbut there is an efficiently computable
homomorphism, [1: B — A;

Type 3: A [ Band there are no efficiently computable
homomorphism’s between A and B.

III. Literature Review

Initially pairings are used as cryptanalysis tool for
reducing the discrete logarithm problem on some elliptic
curves to the discrete logarithm problem in a finite field.
One of the first applications of pairings with positive
motive was a tripartite key agreement protocol given by
Joux [1]. This requires one-round of communication but is
vulnerable to man-in-the-middle attack MITMA. There are
many key agreement protocols based on bilinear maps, and
later most of them have been broken. Even though this
key agreement does not authenticate the users, it was a
noteworthy step in the advance of pairing based
cryptography. This scheme does not use identity-based

cryptography.

Many key agreements from bilinear maps and identity
based cryptography have been since proposed. Scott [7],
Smart [8], and Chen and Kudla [6] have proposed two-
party key agreement protocols, all of which have been
broken. All of these schemes require that all parties
involved in the key agreement are clients of the same Key
Generation Centre (KGC). Nalla proposes a tripartite
identity-based key agreement in [9], and Nalla and Reddy
propose a scheme in [10], but both have been broken [12,
13]. Shim presents two key agreements [14, 15], but both
these schemes have been broken by Sun and Hsieh [16].
Another authenticated tripartite key agreement proposed
by Al-Riyami and Patterson [3] was broken by Shim [4].

Our proposed model is based on Joux’s Protocol. It uses
bilinear maps (Pairings) and does not uses Identity based
cryptography(IDC) because IDC needs the use of Key
Generation Centre (KCG), a centralized controller and
which is infeasible in MANETSs environment.
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A. Joux’s Protocol

This protocol allows three users to share a common key. It
is secure against passive attacks but vulnerable to active
attacks like man-in-the middle attack.

Protocol Description [1]

Consider three parties A, B, C with secret keys a, b, ¢ € Zg

respectively chosen at random. Also consider the
Symmetric Pairing e: A; x A; — C; and P is the generator
of the cyclic group A;. The Protocol works as follows:

1. A sends aP to both B,C
2. B sends bP to both A,C
3. Csends cP to both A,B
4. A computes K, = e(bP, cP)*
5. B computes K = e(aP, cP )"
6. C computes K¢ = e(aP, bP )°

Common agreed key of A, B, Cis Kygc = Kjy =Kz =Kc =
e(P, P)™.

L

al
Figl. Joux’s Tripartite Key Agreement

This protocol assumes that Bilinear Diffie-Hellman (BDH)
problem [sec. 3.2.] is hard to resolve. It is secure against
passive attacks. It requires only one round of
communication i.e., all the transmissions of Fig.1. takes
place simultaneously. It is more efficient in computation
because from steps 1, 2, and 3 it requires three scalar
multiplications and from steps 4, 5, and 6 it requires three
pairing computations and three exponentiations.

B. Diffie-Hellman Assumption

In this subsection we specify only the version of the
Diffie-Hellman problem which we will require. Consider
the triplet < A, C, e > where A, C are two cyclic
subgroups of a large prime orderpande: Ax A — Cisa
cryptographic bilinear map. We consider A as an additive
group and C as a multiplicative group.

Bilinear Diffie-Hellman (BDH) Problem:

The security strength of the proposed model and Joux’s
protocol is based on the Bilinear Diffie-Helman (BDH)
assumption [2]. Let P be the generator of A and a, b, ¢ €
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25, The BDH assumption considers the computation of
e(P, P)™ given <P, aP, bP, cP> to be hard.

IV. Proposed Model

One of the applications of Joux’s protocol for MANETS is
to share a master key between two communicating parties
and one central authority say certification Authority CA or
Public Key Generator PKG or among group of three users.
MANET environment lacks central management and
hence there is need for two-party key agreement protocol
without central administration. We propose such a protocol
that is based on Joux’s Protocol and makes use of Pairings
(or Bilinear Maps). This serves the same purpose as Diffie-
Hellman but uses pairings alike Joux. Let A and B be the
two communicating parties want to share a secret or
session key. Let A, B respectively select secrets at random

a, b [ Z3. If Joux’s protocol is directly extended to two-
party, it appears as follows and shown in Fig 2:

1. A0OB:aP

2 B[ A:bP

3. A computes K = ¢(P,bP)* = e(P,P)™.

4. B computes K = e(aP,P)’ = ¢(P,P)™.
aP

—

Fig 2. Extension of Joux’s protocol to two-party key
agreement.

But with this scheme the adversary can easily compute the
key as e(aP,bP) = e(P,P)* by just intercepting aP and bP
during steps 1 and 2.

To counter this we slightly modify the process so that
adversary is unable to generate the secret key K. Let the

initiator say A selects two random values a, ¢ [] Zq and the
other communicating entity B selects one random value b
[ 24. The sequence of steps of our model is as follows and
shown in Fig 3.

1. AOB:aP,cP

2. B A:bP

3. A computes K = e(aP,bP)° = e(P,P)™™.

4. B computes K = e(aP,cP)" = ¢(P,P)™™.
aP, cF

A<_____ B

bP
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Fig 3. Proposed model for two-party key agreement

Even though adversary can intercept aP, bP and cP, but
cannot compute the key K because to find the key K, he
has to compute Bilinear Diffie-Hellman problem which is
hard to compute. Like Joux’s this model is a one-round
protocol because the two exchanged messages are
independent of each other. Like Joux’s protocol the
strength of our proposed model also depends on the
hardness of BDH problem. Like Joux’s our model is only
resistant to passive attacks and needs at least one
additional round of communications in order to resist from
active attacks.

V. Implementation

Two-party key agreement protocol is implemented in
software using the Pairing-Based Cryptography Library
(PBC) [19]. The Elliptic curve chosen and the results of
our proposed model are as follows:

The Elliptic curve is chosen as: y* = x’ + x, with x, y
elements of a Field Fy; q is a prime number. A is a
subgroup of E(F,). C is a subgroup of qu. There are q+1
points on the ECC curve, i.e. #E(Fy) = q+1.

q = 3 modulus 4.

r = order of A = prime factor of q+1.

h = cofactor = #E(F) / r.

The following are the sample values chosen and executed:

q=878071079966331252243778198475404981580688319
94142082110286533992664756308802229570786251794
22662221423155858769582317459277713367317481324
925129998224791.

r=730750818665451621361119245571504901405976559
617

h=120160122648911460793888213667405342048029544
01251311822919615131047207289359704531102844802
183906537786776

GeneratorP=
(7642139327957903851661461564846281857107382461
36731223594607305863197148904107335230752866953
23291951009815655799138887725111322584405139693
90781514106884,
84105312616680306414534916370623751316795167176
37447959909430272303540982487029510199580486858
49729494818612964151563063433969126677448023463
4049031935396)

a=321231739573260508064943282038854866624801566
274

¢=332790059747456431829511198714114673843901104
395
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b=591069617759232948334516538341133684003963967
541

K=e(aP,bP)°=e(aP,cP)’=
(4118740218189839354945183784686718977659683950
58497750231537284872046634607045530820852050427
87457794936879192570211571503655140085709395422
02145179250626,
79227271361619157058546323009694724667658716434
35544801443799566674028253333872562944307714842
07666103108581680992251414596583914923441539968
1428439428268)

VI. Conclusion and Future Scope

In this article, we described a generalization of the Diffie-
Hellman protocol and Joux Protocol to two-parties. Our
model also does not assume a centralized trusted authority,
which is difficult to establish in MANET environment.
Therefore, this new protocol seems quite promising as a
new building block to construct new and efficient
cryptographic protocols. On the other hand, there is a
future scope to ensure the integrity of the data exchanged
between the two communicating parties and secure against
active attacks like man-in-the-middle attack. This model
has all the strengths and weaknesses of Joux’s protocol
except that it is applicable to two-party key agreement
rather than to three-party key agreement.
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